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Getting Started

➢ Recon the attack surface of the device or application

➢ Utilize Open Source Intelligence (OSINT)

➢ Have a clear mission or objective



OSINT Resources For Bluetooth 
& IoT Devices

FCC IDs are required for all 
wireless emitting devices sold in 
the USA.

By searching an FCC ID, you can 
find details on the wireless 
operating frequency (including 
strength), photos of the device, 
user manuals for the device, and 
reports on the wireless emissions 
ect.



fcc.io

NRF52832, Bluetooth SoC supporting Bluetooth Low 
Energy, Bluetooth mesh & NFC
(https://www.nordicsemi.com/-/media/Software-and-other-downloads/Product-Briefs/nRF52832-product-
brief.pdf)



A Brief history of Bluetooth

What is Bluetooth? It’s not an acronym and doesn’t stand for 
anything. So what does it mean?

The name dates back to the Viking era, specifically King 
Harald Gormsson, who earned the nickname Bluetooth due a 

dead tooth which had an apparently distinct blue color.

He is also known for unifying Denmark and Norway in 958 AD.
The Bluetooth logo is a combination of two runes, Hagall (ᚼ) 

and Bjarkan (ᛒ), which form the initials of Harald Bluetooth.

(https://www.bluetooth.com/about-us/bluetooth-origin)

https://www.bluetooth.com/about-us/bluetooth-origin


A Brief history of Bluetooth Continued...

Bluetooth Classic is better suited for applications that 
require high data transfer rates and longer range,

whereas BLE is better suited for applications that 
require low power consumption and intermittent 

communication.



Select Tools for Bluetooth IoT Analysis

gitlab.com/AuroraOSS/AuroraStore

www.bettercap.orggithub.com/skylot/jadx

www.wireshark.org



In Bluetooth GATT or (Generic Attribute Profiles) is a protocol that defines how 
data is exchanged between Bluetooth devices. GATT is a client-server 
protocol, where a GATT server stores attribute data and provides access 
methods to a remote client.





Honorable Mention



Select Tools for Bluetooth Sniffing

nrf52840 sniffer
~25$

Ubertooth One
~125$

Ellisys Bluetooth Explorer
~25,000$



HOST CONTROLLERINTERFACE

HCI



Find . -name ''Random Bluetooth Blood Pressure Monitor''





6F 2A 48 5B 45 111 42 72 91 69



Trial && ERROR





Hex A5 F3 0C 00 53 04

Dec 165 243 12 0 83 4

Byte Array 

Position

0 1 2 3 4 5

01011011 = 91

10100101 =-91
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11110011 = 243

00001100 = 12
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Wireshark Search Filter Basic Cheat sheet

Btatt
bthci_cmd.le_long_term_key [BLE]
bthci_cmd.link_key Bluetooth Classic

If neither of the latter two strings are present then the 
devices aren't using Bluetooth Encryption.



See https://github.com/actuator/bsides/blob/main/BLEMITMPOC.gif



Android App Secrets



Conclusions

➢ CWE-311: Missing Encryption 
of Sensitive Data

➢ CWE-798: Use of Hard-coded 
Credentials

➢ https://cwe.mitre.org/data/definitions/311.html
❑

❑ /in/edwardwar/

❑ github.com/actuator/bsides
➢
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