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Security Analyst @ 

BUG Enthusiast

Previous Talks: 
                    ‘24   &                ‘23

Any views expressed in this presentation are my own & do not necessarily reflect the views of my employer.
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The Tyranny Of The 
Default

Steven Gibson https://www.grc.com/sn/sn-364

I coined the term years ago
 "The Tyranny Of the Default," which is 
sort of the expression I like to use for 

most users [that] don't go in and 
change things. They just assume that 

someone smarter than them chose the 
settings that are best for them, and so 
they just say "yes" a lot when they're 

asked questions

ACTUATOR.SH

#
#
#
#


The Tyranny Of The 
Default

https://www.cisa.gov/news-events/alerts/2023/11/28/exploitation-unitronics-plcs-used-water-and-wastewater-systems
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Applied Open Source Intelligence (OSINT)

https://fcc.report/FCC-ID/UIDTG1672/26
83279
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Applied Open Source Intelligence (OSINT)

https://fccid.io/UIDGWM/External-Photos/External-Photos-1323245
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Applied Open Source Intelligence (OSINT)
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Applied Open Source Intelligence (OSINT)
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CM MAC: D4059817C9C2| SSID: TG1672GC2 | NETWORK KEY (Password): TG1672G17C9C2
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Applied Open Source Intelligence (OSINT)

ACTUATOR.SH https://fcc.report/FCC-ID/UIDTG1672/2683280
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Applied Open Source Intelligence (OSINT)

SSID: DDW365.806506-2.4G
MAC: 30:F7:72:80:65:06
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CVE-2024-23726 https://wifidb.net/wifidb/opt/search.php
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Applied Open Source Intelligence (OSINT)

SSID: TC8715D58
MAC: 78:23:AE:F4:46:FC
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https://wifidb.net/wifidb/opt/search.phpCVE-2024-47352
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Case Study
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CVE-2023-40039

CVE-2023-40038

CVE-2023-47352

CVE-2024-23726

CVE-2024-25729
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Applied Open Source Intelligence (OSINT)
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Applied Open Source Intelligence (OSINT)
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CVE-2020-8824
Hitron CODA-4582U 7.1.1.30 devices allow XSS via a Managed Device 
name on the Wireless > Access Control > Add Managed Device screen.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8824


Applied Open Source Intelligence (OSINT)
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CVE-2020-8824
Hitron CODA-4582U 7.1.1.30 devices allow XSS via a Managed Device 
name on the Wireless > Access Control > Add Managed Device screen.
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DEMO
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Applied Open Source Intelligence (OSINT)
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DEMO
CVE-2024-31970
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CVE-2024-39345
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CVE-2024-39345 https://supportcommunity.adtran.com/t5/Legacy-SRG/SR400ac-User-Manual-and-Quick-Start-Guide/ta-p/33491
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DEMO

CVE-2024-31977
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DEMO

CVE-2024-31977
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DEMOhttps://portswigger.net/web-security/os-command-injection/lab-simple

CVE-2024-31977
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Conclusions
● Manufacturer’s should require users to set a new password before 

device can be used.

● Default login credentials should not be based on publicly 
enumerable data like MAC addresses 

● You do not need to be an expert (I am not) to identify a CVE  
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THANK YOU!

SOCIALS:

HTTPS://GITHUB.COM/ACTUATOR/SHMOOCON

HTTPS://WWW.YOUTUBE.COM/@ACTUATOR

HTTPS://INFOSEC.EXCHANGE/@ACTUATOR

EMAIL:

THANKS@ACTUATOR.SH

Cffff   
                                                           

Github.com/Actuator  | Youtube.com/@actuator 

ACTUATOR.SH

#
#
#
#
https://www.youtube.com/@ACTUATOR%E2%80%8B
https://infosec.exchange/@ACTUATOR%E2%80%8B
http://github.com/Actuator
http://youtube.com/@actuator

