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THE ANDROID SANDBOX
  

Android's Foundation

– Built on the Linux Kernel & tailored for mobile devices.

Security Focus

– Critical in mobile computing due to personal data 

sensitivity.

Sandbox Concept

– Isolates application processes for enhanced security.
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THE ANDROID SANDBOX____

Unique User IDs (UIDs)

– Each app assigned a distinct UID at install time.

Process Isolation

– Apps run in isolated processes, limiting interaction and data access.

Permission System

– Access to resources like Phone, Internet, Camera, Contacts & Location 

requires user consent.

Inter-Process Communication (IPC)

– Controlled and secure communication channels between apps.
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Inter-Process Communication (IPC)
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THE ANDROID SANDBOX____

         Permission Types:

Normal

Dangerous
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NORMAL PERMISSIONS____
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PERMISSION 
CHECK
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THREAT MODEL

h

A malicious installed application 
with no permissions can leverage 
adjacent  applications to achieve 
Elevation of Privileges via 
insecure intent handling the 
exported activity endpoint.
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CVE-2023-49002 | CVSS 7.5

Case Study #1
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Case Study #1

'com.sinous.voice.dialer'
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https://nvd.nist.gov/vuln/detail/CVE-2023-43481%E2%80%8B
https://github.com/actuator/com.sinous.voice.dialer/tree/main
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https://nvd.nist.gov/vuln/detail/CVE-2023-43481%E2%80%8B
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com.tcl.browser.portal.browse.activity.BrowsePageActivity

CASE STUDY #2
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CVE-2023-43481 | CVSS 9.8

Case Study #2

'com.tcl.browser'
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https://nvd.nist.gov/vuln/detail/CVE-2023-43955%E2%80%8B
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Case Study #2

https://nvd.nist.gov/vuln/detail/CVE-2023-43955%E2%80%8B


THANK YOU!

SOCIALS:

HTTPS://GITHUB.COM/ACTUATOR/SHMOOCON

HTTPS://WWW.YOUTUBE.COM/@ACTUATOR

HTTPS://INFOSEC.EXCHANGE/@ACTUATOR

EMAIL:

THANKS@ACTUATOR.SH

github.com/actuator/shmoocon
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