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Sr. Cybersecurity Analyst

Whoami

F500
  Former Information Security Analyst

Previous Talks:

Github.com/Actuator

ACTUATOR.SH



DEFCON 27 | “Reverse Engineering 4g Hotspots for Fun Bugs Net Financial Loss” - g richter

Related Work



ACTUATOR.SHRelated Work

https://github.com/TomKing062/CVE-2022-38694_unlock_bootloader/discussions/55



medium.com/@sengkyaut

ACTUATOR.SH

Related Work



Shenzhen Tuoshi Network, Communications Co.,LTD

Model: 5G CPE Router NR500-EA

Quectel RG500U Series 5G Chip

ACTUATOR.SH
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ACTUATOR.SH

≠ session token



ACTUATOR.SH

Binary: jhttpd

CVE-2025-43989



DEMO I

ACTUATOR.SH



ACTUATOR.SHCVE-2025-43982





ACTUATOR.SH



Tuoshi, AKA “DIONLINK”

Model: LT15D & LT21B

http://amazon.com/s?k=dionlink
ACTUATOR.SH

http://www.tuoshi.net/productview.asp?id=226
http://www.tuoshi.net/productview.asp?id=218

LTE/4G 



ACTUATOR.SH
CVE-2024-53931



DEMO II

ACTUATOR.SH



KUWFI
Model: GC111, AC900
& CPF908
4G/ LTE Routers

https://www.amazon.com/stores/page/5C5D20ED-7483-4322-948A-D4642C61DFFE ACTUATOR.SH



Architecture: ARM EABI5 (hard-wired to run on ARMv5‐style cores)
No address‐space randomization (fixed load address)
Format: ELF 32-bit LSB shared object (non-PIE)

LTE/4G Model: GC111

CVE-2025-43984

CVE-2025-43985

CVE-2025-43986





DEMO III

ACTUATOR.SH



Model: AC900 LTE/4G 

https://kuwfi.com/products/kuwfi-gigabit-wireless-router-4g-lte-wifi-router-dual-band-portable-wifi-modem-hotspot-64-user-with-gigabit-wan-lan-rj11-port

SoC (System on Chip):
CPU: MT7621+MT7603E+MT7612E
Flash: 16MB Flash
RAM: 128MB DDR3 RAM

CVE-2024-53945

CVE-2024-53946



ACTUATOR.SH

CVE-2024-53945



DEMO IV & V

ACTUATOR.SH



LTE/4G 

https://m.media-amazon.com/images/I/61eE90YzOQL._AC_SL1500_.jpg

https://fcc.report/FCC-ID/2AX9H-25126/5081635

Model: CPF908



https://forums.quectel.com/uploads/short-url/avUSxfJeKqWJzAie8wEZCshlXjm.pdf



DEMO VI

ACTUATOR.SH



Chipset:
Snapdragon X62



DEMO VII 

ACTUATOR.SH
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ACTUATOR.SH






