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Related Work

1TE MFII0 - Web nterface Black Box

All requests which “do something” are made ~BCMLCHIARERLLAR

to /goform/* API endpoints. . ;E /goform

/goform/qgof  emd » @& goform_get_cmd_process
il v » & goform_set_cmd_process

For reading data. » | . il8n

S — —— - - o

- /goform/goform set cmd process [
For writing data. L index. html

DEFCON 27 | “Reverse Engineering 4g Hotspots for Fun Bugs Net Financial Loss” - g richter



Related Work

Tuoshi 5G CPE Router NR500-EA udx710 unlocking help!? #55

(QJ CIosed) (Unanswered> Preservio asked this question in Q&A

‘ Preservio on Feb 5, 2024 edited

Hello, i have recently bought Tuoshi 5G CPE Router NRS00-EA from aliexpress. | am very new to android or unlocking
bootloader/customRoms.

The Ul is very buggy and has hidden menus that i was able to find via browsers developer mode. One Menu is called debug mode, which has
USB mode and Debugging mode on/off. However when i turn these on i am not sure if it does any thing, adb & fastboot can't connect to it.
SSH is also enabled by default, i cannot login as root or admin and have tried the ui/wifi passwords which do not work. | am able to login as
‘user’ where the host name shows up as ‘udx710". With the user account i can't really do anything as most apps in /bin/ are locked down and
‘user’ doesn't have permissions to use them (simple system apps like Is & pwd).

https://github.com/TomKing062/CVE-2022-38694_unlock_bootloader/discussions/55



Related Work

Name Description

VE-2024-48442 Incorrect access control in Shenzhen Tuoshi Network Communications Co.,Ltd 5G CPE
Router NR500-EA RG500UEAABXCOMSLICv3.2.2543.12.18 allows attackers to access

the SSH protocol without authentication.

VE-2024-48440 Shenzhen Tuoshi Network Communications Co.,Ltd 5G CPE Router NR500-EA
RG500UEAABxCOMSLICv3.2.2543.12.18 was discovered to contain a command injection
vulnerability via the component at command.asp.

® medium.com/@sengkyaut

( @, [:] & Not secure  192.168.188.1/at_command.asp

AT command:

Command: | AT+CGMI

Quectel,OK,
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Shenzhen Tuoshi Network, Communications Co.,LTD

Model: 5G CPE Router NR5OO-EA

Quectel RG500U Series 5G Chip
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Top 10 CVE ID Count by Vendor

Edimax

Embedthis GoAhea. ..

Linksys

Jensen of Scandinavia

70 (8.2%)
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Well, that's not
a good sign.

ACTUATOR.SH

formJsonAjaxReq HTTP/1.1

192 .1€8.188.1
Content-Length: 118
X-Requested-¥Vith: XMLHttpRequest
User-Agent: Mozilla/S5.0 (¥Windows NT 10.0; Win€E4; x€4) AppleVebKit/537.36
(KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.3¢
Accept: application/json, text/javascript, */*; g=0.0l1
Content-Type: application/3json
Sec-GPC: 1
Origin: htctp: 192.1€8.188.1
Referer: http: 192.1€8.188. 1/home. asp
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: userLanguage=EN; ace_settlngs=t"ﬁtiiﬁ;1~L41A'-ll\Lﬂ~dti317Ali"DL

username=admin; | first login=Fl

cZion: keep-alive

"action": "set

"data": {
"ntpserver":fn':A.q;;”“
"ntpserverl"”: "ntj
"timezone":"UT

F session token



Binary: jhttpd
€ Decompie AN OOMBOS2C- Ghepn)

21| ivar2 = cJSON GetObjectItem(param 2,"ntpserver0");

22| if (ivar2 !'= 0) {

23 pcvar9 = *(char **) (ivar2 + 0x10);

24 pcvar3 = (char *)nvram safe get ("ntp_ server0");

25 ivar2 = strcmp (pcvar9,pcvar3);

26 if (ivar2 != 0) {

27 nvram set ("ntp server(",pcvar9);

28 nvram modified = 1; \

29 do system("echo -n \"%s\" >/tmp/NTPServerIP",pcVar9);

30|  bvari = true; nvram set("ntp serverO",pcvVar9);
31 goto LAB_00430600; — —

2 ) nvram modified = 1;

a5l ] =

34 bvarl = false; " et " ” / /
o T @o_sys te@( echo -n \"fks\" >/tmp Nl
36| iVar2 = cJSON GetObjectItem(param 2,"ntpserverl"); — Sl

37| if (ivar2 != 0) {

38 pcvar9 = *(char **) (ivar2 + 0x10);

39 pcVar3 = (char *)nvram safe get ("ntp serverl");

40 ivar2 = strcmp (pcvar9,pcvar3);

41 if (ivar2 != 0) {

42 nvram set ("ntp serverl", pcvar9);

43 bvarl = true;

44 nvram modified = 1;

45 }

CVE-2025-43989
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ACTUATOR.SH
sh—-5.0# cat /Jetc/shadow
cat /etc/shadow
root:abjNLsSDNYTy/6:1989
daemon:*:19898:0:99999:
bin:*x:19898:0:99999:7
SYS:*x:19898:0:99999:7
SYynNnc:*x:19898:0:99999:
games :*x:19898:0:99999
man:*:19898:0:99999: 7
Lp:*:19898:0:99999:7 :
mail:*x:19898:0:99999: 7
news :x:19898:0:99999: 7
UUCP:*x:19898:0:99999:7
ProxXy:*:19898:0:99999:
waww —data:*x:19898:0:999
backup:*x:19898:0:99999
List:*x:19898:0:99999:7
1rCc:*%:19898:0:99999:7 :
gnNats:*x:19898:0:99999:
messagebus:!:19898:0:9
sshd: ! :19898:0:99999: 7
radvd: ! :19898:0:99999
Ntp:!:19898:0:99999:7
waww - ! 119898 :0:99999: 7
user :: 19898:0:99999:7
nobody :*x:19898:0:9999

CVE-2025-43982

99999 7 =3
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censys

HTTP 80/TCP

BOOTSTRAP JQUERY

heeo:/

Status

R i T e

HTML Title NR Router

Response Body m

HTTP /547/TCP

http:/ R 7547/

Status 401 Unauthorized

SSH 10022/TCP

REMOTE ACCESS




& Not secure 941 2l/login.asp

=
(V2]
M
Co

2rname

Password P



LTE/4G
Tuoshi, AKA “DIONLINK"

Model: LT15D & LT21B

http://www.tuoshi.net/productview.asp?id=226

http://www.tuoshi.net/productview.asp?id=218

http://amazon.com/s?k=dionlink
ACTUATOR.SH



B
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A Home > Ne ¢ Setting > Online Checker

cker

Online Keeper Switch m

Check IP Address 1

Online C

Online Monitor Setup

Check IP Address 2
Checkinterval (s) 10

Offline Time (min) 30 Nether to reboot automatically if offline
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Decompile: UndefinedFunction_00426300 - (jhttpd_dionlink)

void UndefinedFunction 00426300 (undefined4

,int

il g

k ip2",pcVard) ;
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KUWEFI
Model: GCI111, AC900

& CPFO08
4G/ LTE Routers

https://www.amazon.com/stores/page/5C5D20ED-7483-4322-948A-D4642C6IDFFE ACTUATOR.SH



Model: GCIT LTE/AG

CVE-2025-43984
CVE-2025-43985
CVE-2025-43986

Architecture: ARM EABIS (hard-wired to run on ARMv5- style cores)
No address- space randomization (fixed load address)
Format: ELF 32-bit LSB shared object (non-PIE)



system(

)

#3 Edit Help String Search [CodeBrowser: Kuwfi:/kthy_topsw_goahead]

Location String View String 1

0007a324 “ctrl_interface=/var/run/wpa_supplicant\nctrl_interface_group=0\n\nnetwork={\nkey_mgmt=NACF\nssid=\"%s\"\nA\n" string

% J.Ro By |

sprintf ( S.,"%$s/ %S, parawm—T, 5

O EuN_ 66657424 =),
ivar2 = access(_ s,0);
if (ivar2 == 0) {
kthy log append (™. . / kthy_web/ kthy httpshare process.c",0x216, "kthy httpshare.log”™,

" del file fail™);

5 +<I. Ro L. T - § = | - ¢

FUN OOOpb74e4 (char *param 1)

S = e NS a LT

char > S5

= 2h = (param 1 !'= (chizax» *) Ox0) {
svarl = strilen(pagram 1) 7
s = (char *)maljloc(svarl + 10);
L LSsSTFOE = TGOS
_ =il — abage s
_ s[21 = *\NOr*;

=317 = ° SRS

[ Sprant ¢ s, vwm - aF ANSSssNeEEE param ) oo L

3 Fr—— —r —_— —— — T share process.c™ ,0x17,"kthy httpshare.log™,

"kthy httpshare call system: [L$s] 2 S =) 5

C) svstem ( s) 5

free( s) 5

return 1;

sSprantfli sS,7rm —xrf \\V'Ss\'",param 1

X v
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Model: AC900 LTE/4G

CVE-2024-53945
CVE-2024-53946

SoC (System on Chip):

CPU: MT7621+MT7603E+MT7612E
Flash: 16MB Flash

RAM: 128MB DDR3 RAM

https://kuwfi.com/products/kuwfi-gigabit-wireless-router-4g-lte-wifi-router-dual-band-portable-wifi-modem-hotspot-64-user-with-gigabit-wan-lan-rj11-port



et (auStack

1 1 = wel =
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1 Y = web y
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Decompile: FUN_004205a4 (webserver)

Hex

oform/formMultiApnSetting HTTP/1.1
.1€8.10.1
gth:
Cache-Control:
igin: http:
ntent-Typ
Upgrade-Insecure-R
User-Agent: Mozilla
537.36
Safari/S3
Accept:
t/html,application
p, image/apng,
Sec-GPC: 1

Referer: http:/

- ‘_!\a\\ua\

CVE-2024-53945

— cance!

gave

fig3=
&apnconfig4=
&apn l&pin
l&profilename
s=&dialnumber=

IM&apn=
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Model: CPF908 JIZEE

China Unicom
08.12
0.12mMB

KoWei

t .SLM750 MEIGLiInk

e VA o
» >
| IMEI 863879047395648 -/
| MEID: 86387904739564

SN 750VA16MYA103100145

Bl
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IME| MEI

https://fcc.report/FCC-ID/2AX9H-25126/5081635
https:/m.media-amazon.com/images/|/61eE90YzOQL._AC_SL1500_.jpg



0 UECTEL 5G Module Series

N Build a Smarter World RG50xQ&RM5xxQ Series AT Commands Manual

8.3. AT+CSCA Service Center Address
8.4. AT+CPMS Preferred Message Storage
8.5. AT+CMGD Delete Messages

8.6. | AT+CMGL List Messages...
8.7. | AT+CMGR Read Messages
8.8. | AT+CMGS Send Messages
8.9. AT+CMMS Send More Messages

8.10. AT+CMGW Write Messages to Memory
8.11. AT+CMSS Send Messages from Storage

https://forums.quectel.com/uploads/short-url/avUSxfdeKqWJzAie8BwEZCshiIXjm.pdf
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KUWEFI

NMODeL:
5G ROUTer
5GE0T-X55

Chipset:
Snapdragon X62

https://kuwfi.shop/products/kuwfi-5g-sim-router-wi-fi-6-ax1800-protable-5g-mobile-router-wireless-dual-band-wifi-mini-travel-router-with-gigabit-lan-port?Variantsld=10533
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concuLusions

CWE-284: Improper Access Control

CWE-200: Information Disclosure

CWE-287: Improper Authentication

CWE-78: Improper Neutralization of Special Elements
used in an OS Command ('OS Command Injection’)

CWE-352: Cross-Site Request Forgery (CSRF)






