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A brief refresher on “Confused Deputies”
● A security flaw where a trusted 

application (the deputy) is tricked into 
performing actions on behalf of an 
untrusted entity, often leading to 
unauthorized access or actions.
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● In Android this occurs when an app 
with elevated permissions exposes 
components (like activities) that can be 
exploited by malicious apps to misuse 
these permissions.



A snapshot of the Android Permission Model

Normal Permissions

● Granted at install time
 

● No user consent 
required

Runtime Permissions

● Requires user 
consent at runtime 

● Guards sensitive 
interactions like 
controlling another 
applications 
resources

Signature

● Accessible to apps 
signed with the same 
certificate

● Secures 
communication within a 
developer’s ecosystem
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Normal Permissions Runtime Permissions
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A snapshot of the Android Permission Model



INTENT
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CVE-2024-53931
Description: The com.glitter.caller.screen (aka iCaller, Caller Theme & Dialer) application through 1.1 for Android 
enables any application (with no permissions) to place phone calls without user interaction by sending a crafted intent via the 
com.glitter.caller.screen.DialerActivity component.

CVE-2024-53932
Description: The com.remi.colorphone.callscreen.calltheme.callerscreen (aka Color Phone: Call Screen Theme) 
application through 21.1.9 for Android enables any application (with no permissions) to place phone calls without user 
interaction by sending a crafted intent via the com.remi.colorphone.callscreen.calltheme.callerscreen.dialer.DialerActivity 
component.

CVE-2024-53933
Description: The com.callerscreen.colorphone.themes.callflash (aka Color Call Theme & Call Screen) application through 1.0.7 
for Android  enables any application (with no permissions) to place phone calls without user interaction by sending a crafted 
intent via the com.android.call.color.app.activities.DialerActivity component.

CVE-2024-53934
Description: The com.windymob.callscreen.ringtone.callcolor.colorphone (aka Color Phone Call Screen Themes) 
application through 1.1.2 for Android enables any application (with no permissions) to place phone calls without user 
interaction by sending a crafted intent via the com.frovis.androidbase.call.DialerActivity component.

CVE-2024-53935
Description: The com.callos14.callscreen.colorphone (aka iCall OS17 - Color Phone Flash) application through 4.3 for Android 
enables any application (with no permissions) to place phone calls without user interaction by sending a crafted intent 
via the com.callos14.callscreen.colorphone.DialerActivity component.

CVE-2024-53936
Description: The com.asianmobile.callcolor (aka Color Phone Call Screen App) application through 24 for Android 
enables any application (with no permissions) to place phone calls without user interaction by sending a crafted intent 
via the com.asianmobile.callcolor.ui.component.call.CallActivity component.

Recent PSlip LOOT
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pSlip toolkit

"Open, Sesame!" Unlocking Bluetooth 
Padlocks With Kind Requests - Miłosz 
Gaczkowski & Alex Pettifer

https://youtu.be/1JDqhzQCtAA?feature=shared&t=417
https://youtu.be/1JDqhzQCtAA?feature=shared&t=417
https://youtu.be/1JDqhzQCtAA?feature=shared&t=417
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“Exposing and Addressing Security Vulnerabilities in Browser Text Input Fields” By: Asmit Nayak , Rishabh Khandelwal , Kassem Fawaz

https://arxiv.org/pdf/2308.16321
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android.intent.action.VIEW -d 'javascript:(function()%7Bvar%20initialValue%20%3D%20document.querySelec

tor(%27input[data-initial-value]%27).getAttribute(%27data-initial-value%27)%3Ba

lert(%27Initial%20Data%20Value%3A%20%27%20%2B%20initialValue)%3B%7

D)()' com.tcl.browser/com.tcl.browser.portal.browse.activity.BrowsePageActivity



DEMO



Conclusions

1. Don't Export Components Unnecessarily 

2. Use inline permissions in intent filters when appropriate 

3. Hard-coding AES/DES keys is a bad idea

4. Be weary of using custom permissions



THANK YOU!

Github.com/Actuator  | Youtube.com/@actuator | HTTPS://INFOSEC.EXCHANGE/@ACTUATOR
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