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Android Security Crash Course
This class of bug lives at IPC + UI boundaries

Apps are sandboxed
 (UID-per-app), 
but still communicate via IPC

Key components: Activity • Service • 
BroadcastReceiver • ContentProvider

• Most high-impact issues happen at 
boundaries: intents, exported 
components, WebViews, overlays

App A
(uid=10xxx)

App B
(uid=10yyy)

Binder / IPC
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Intents 101: ACTION_VIEW 
Implicit routing + attacker-controlled data = unexpected behavior

● Intent = action + data 
(URI) + extras

● Explicit intent → 
specific component

● Implicit intent → 
system resolves

App
Intent

{ ACTION_VIEW
  data=URI }

Resolver

Target
Browser / App)

Attacker controls
URI payload

Validate scheme/host
Prefer allowlists
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WebViews: why ads inside “locked” UI are risky

Trusted click → untrusted route 

● WebViews often navigate 
externally via intents

● Promo/ad inside a 
lock screen creates 
a trusted-click → 
untrusted-route

WebView

Ad / promo
HTML

click

Intent
ACTION_

VIEW
intent://

Browser

Lock UI must
prevent egress
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https://youtu.be/SKefEUqIxrg?si=4rRh0Cy3vMdodw6s

Related Work
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DEMO
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https://docs.google.com/file/d/1aegqntEEaTLSl5n7WYAFY5vUS4QWafdT/preview
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DEMO
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https://docs.google.com/file/d/1toFUGYOXMHgdVDHRz9gouESyLKQ2UA4b/preview
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DEMO
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https://docs.google.com/file/d/1OJ_zLZnF18KV-4vVXlA3msDZF-8kKX24/preview
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https://docs.google.com/file/d/1-KlQDC3cY7d_EOvJkvGEVqHEXapct9zp/preview
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