
CVE-2024-53944: Pre-Auth Remote Code Execution
Vulnerability in Dionlink 4G LTE CPE Wireless Routers

1 Abstract

This whitepaper details a critical security vulnerability (CVE-2024-53944) discovered in the Shenzhen
Tuoshi Network Communications Co., Ltd (Dionlink) 4G LTE CPE Wireless Router. The vulnerability
enables unauthenticated attackers to execute arbitrary code, leading to privilege escalation, denial of service
(DoS), and information disclosure. This document explores the technical details, impact, exploitation, and
mitigation strategies for affected devices.

2 Introduction

Dionlink 4G LTE CPE Wireless Routers are commonly used for providing LTE connectivity. A critical
vulnerability has been discovered in its firmware that could allow remote code execution (RCE) through an
improperly secured API endpoint. This security issue can enable attackers to gain control of the affected
routers without authentication, exposing users to significant security risks.

3 Affected Products

Vendor: Shenzhen Tuoshi Network Communications Co., Ltd (Dionlink)

Models & Firmware Versions:

• Model: LT15D

• Model: LT21B

• Firmware Versions:

– M7628NNxlSPv2xUI_v1.0.1802.10.08_P4

– M7628xUSAxUIv2_v1.0.1481.15.02_P0
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4 Vulnerability Details

CWE Identifier: CWE-94: Improper Control of Generation of Code (Code Injection)

Vulnerable Component: Endpoint: /goform/formJsonAjaxReq

Attack Type: Remote

Vulnerability Description:

An attacker can exploit the /goform/formJsonAjaxReq API endpoint without authentication by sending
a maliciously crafted HTTP POST request. The parameters check_ip1 and check_ip2 allow unsanitized
user input, leading to command injection.

Furthermore, this vulnerability can be exploited over the WAN port, exposing the router to remote attackers
on external networks and thereby significantly increasing the attack surface.

Pre-Authentication Exploitation: The vulnerability is exploitable without authentication due to insecure
handling of cookies and session validation. The router web interface does not enforce proper authentication
checks before processing user-supplied inputs, allowing unauthenticated attackers to manipulate sensitive
configurations.

Figure 1: Captured request demonstrating insecure cookie handling that enables pre-authenticated exploita-
tion.

Impact:

• Remote Code Execution (RCE)

• Privilege Escalation
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Figure 2: Python POC Script using vulnerable cookie value
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• Denial of Service (DoS)

• Information Disclosure

5 Exploitation & Attack Vectors

Prerequisites for Exploitation:

• The attacker must have network access to the vulnerable router (e.g., via WAN port).

• No authentication is required to exploit the issue.

Exploit Example:

{
"action ": "set_online",
"data": {

"enable ": 1,
"check_ip1 ": "1.1.1.1" ,
"check_ip2 ": "$(echo root:root | chpasswd)",
"interval ": "10",
"reboot_interval ": "30",
"agree": 0

}
}

By modifying the check_ip1 or check_ip2 field, an attacker can run arbitrary system commands with root
privileges.

Figure 3: Excerpt from the Ghidra disassembly showing the vulnerable memory addresses.

6 Potential Risks & Real-World Impact

• Unauthorized Device Takeover

• Information Theft

• Service Disruption
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Figure 4: Graphical user interface demonstrating the vulnerable parameters.

7 Conclusion

CVE-2024-53944 is a critical vulnerability that can result in severe security consequences, including full
system compromise. Users are urged to discontinue use of the device or place it behind a secured network
firewall, as no known patches are currently available.

For further details, refer to the following sources:

• Vendor Site

• GitHub Advisory

• Amazon Listing for Affected Model
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